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Abstract

This study addresses the issue of criminal safeguarding for bank accounts, in a comparative approach based chiefly
on Iraqi law but by also pointing out key differences with the laws of Jordan and Egypt as well as some European
laws. The topic is important because, as bank accounts and electronic banking services are increasingly used for
transactions, attacks against banks funds, data and transactions are growing. This study addresses the law of
criminal protection concept and its subject matter, then examines this type of protection and its legislative basis in
light of Iraqi Penal Code, Banking Law, Anti-money Laundering and Counter-Terrorist Financing Law rules and
regulations related to banks. It covers both classical forms of infringement as theft, fraud, breach of trust, forgery
and illegal use of bank cards, and cyberattacks such are hacking, phishing, login credentials and identity theft. The
study concludes that Iraqi protection is based on geographically-dispersed provisions combining general purposes,
banking regulation and supervisory prevention however that brought to deserve legislation with more specialized
views for cybercrime, digital evidence, and international cooperation. The subsequent comparative analysis reveals
that Jordan and Egypt have more specific provisions regarding some specific technology-oriented offences, while
the EU includes advanced models with regard to strong customer authentication, payment-service-user-protections
and digital operational resilience. The study recommends two categories of measures: legislation to be developed
in Iraq, regional measures urging the obligations of banks and payment-service providers, and supporting
capabilities for digital-investigation work while considering a balance between banking secrecy and the
requirements of crime prevention.

Keywords: Criminal protection bank accounts_ banking crimes_ cybercrimes_ Iraqi law.
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