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Abstract

Cybercrimes have recently emerged alongside rapid technological advancements, including the blurring of
borders. As a result, cybercrimes have become transnational, with the perpetrator in one country, the victim
in another, and the crime taking place in a third—in essence, in outer space.

Undoubtedly, punishing the perpetrator requires subjecting them to specific laws that define the elements of
the crime. However, penal legislation is based on the fundamental principle of territoriality in criminal law.
Furthermore, a criminal judge cannot apply their law outside the borders of their own country. Consequently,
cybercriminals can often escape punishment. However, modern jurisprudence, in order to confront this crime,
has tried to update those principles by establishing the principle of "digital territory." According to this
principle, the judge can impose punishment on the cybercriminal by extending the physical territory of the
state where the crime occurred. The international community, both at the international and regional levels,
and the Egyptian and Qatari legislators have established penal rules to punish cybercrimes by adopting the
principle of territoriality, although those rules are not sufficient to guarantee the imposition of punishment on
the cybercriminal.

Keywords: Cybercrimes, jurisdiction, cybercriminal, principle of territoriality of criminal law, principle of digital territory.
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