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Abstract

In our current era, cybercrimes have become an unprecedented threat to individuals and societies, especially in the academic
environment, where university students rely heavily on the internet for their studies and personal lives. Among the most
prominent of these crimes is cyber-extortion, which specifically targets individuals who lack sufficient awareness of digital risks
and ways to prevent them. Cyber-extortion methods are becoming more diverse and complex with the advancement of
technology, increasing the need to provide criminal protection for university students, who are considered the most vulnerable to
these crimes. Cyber-extortion is one of the most dangerous crimes threatening individuals in the digital age, especially university
students, who suffer from weak protection of their personal data in cyberspace. This research aims to analyze the criminal
protection of university students from cyber-extortion crimes by examining the concepts of the crime, its characteristics, the
legal elements associated with it, and the prescribed penalties. The research also discusses the role of academic institutions,
national and international legislation, and cybersecurity agencies in preventing these crimes. The research relied on a descriptive
analytical approach, analyzing current laws and legislation and the role of technical and security institutions in enhancing digital
protection. The study also focused on the importance of digital awareness within universities and its impact on protecting
students from blackmail. The conclusion reached is that criminal protection against cyber-blackmail requires concerted efforts
between legislative, academic, security, and technical authorities. The results also showed that effective digital awareness and
institutional support are crucial factors in preventing these crimes. The study recommends enhancing cooperation between
universities and security institutions to develop comprehensive awareness programs aimed at enhancing digital awareness
among students. It also recommends updating legislation to keep pace with rapid technological developments and effectively
combat cybercrime. In conclusion, enhancing digital protection through technological legislation and security monitoring is a
key factor in combating these crimes and protecting individuals in the digital community.

Keywords: cyber-blackmail, criminal protection, university students, cybersecurity, digital awareness, legal legislation.
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